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Robert Dewar of AdaCore imparts information and advice on ensuring the safety and security of
unmanned aerial vehicles (UAVS).

UAVswill share public airspace. What ar e some concer ns?

UAV s do not pose quite the same set of safety concerns as manned aircraft. Obviously, there are no
pilots or passengers on board to worry about; however, the risks to other aircraft from air collisions
and to people on the ground from ground collisions are just as real. UAV's, like manned aircraft, are
heavily dependent on complex software.

For commercial aircraft, and increasingly any military aircraft flying through commercial space, we
have rigorous requirements for software in the form of the DO-178C standard. These standards, in
practice, are remarkably effective, as evidenced by the fact that we have never lost alife dueto a
software bug on a commercial aircraft in the entire history of commercial aviation.

Unfortunately, UAV software is written without any requirements for meeting this or any similar
standard. Instead, it istypically written using normal industry practices for commercia software; but,
we only have to look at news stories that come out every week, not to mention our own experiences
with commercial software, to know that such industry practices are far from reliable.

Do current softwar e tools offer protection from drones being hacked by adver saries?

We do have techniques for writing highly reliable, unhackable secure software. We simply have to
take matters more seriously and deploy such techniques in this context. This may possibly involve
additional costs, but clearly such costs are warranted; in fact, it is not always clear that it does cost
more to do things right. The cost of failed missionsis high!

Can UAYV close calls and accidents be prevented with softwar e testing and verification?
Exactly-by applying the same kind of techniques that are reliable enough for usto al feel safe flying
on modern commercial aircraft, even though our lives in such a circumstance depend on the absolute
reliability of complex software systems. (The software onboard the Boeing 787 is more than 5
million lines of critical code.)

What advice would you offer to the Federal Aviation Administration (FAA)?

A starting point would be to require DO-178 certification for all planes flying in commercial space,
including UAVSs. If you fly a Cessna around, its software must be certified. Why should we have
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|laxer standards for UAVs?
What advice would you give engineers and developer sinvolved with UAVS?

All engineers need to adopt the "failure-is-not-an-option" attitude that is necessary for producing
reliable, certified software. UAV srequire at least as much care as commercia avionics applications.
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